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NO.1 Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are
configured in the analyzer software.

When performing packet capture (in a non-FT environment) which frames are required in order for
PSK frame decryption to be possible?

A. Authentication

B. Reassociation

C. Probe Response

D. 4-Way Handshake

Answer: D

NO.2 What is the function of the PHY Preamble?

A. To terminate a conversation between transmitter and receiver
B. Allows the receiver to detect and synchronize with the signal
C. Carries the NDP used in Transmit Beamforming and MU-MIMO
D. To set the modulation method for the MPDU

Answer: B

NO.3 The network administrator at ABC Engineering has taken a large packet capture from one of
their APs running in monitor mode. She has very little knowledge of 802.11 protocols but would like
to use the capture file to evaluate the overall health and performance of their wireless network.
When she asks your advice, which tool do you recommend she opens the packet capture file with?
A. WLAN scanner

B. Capture visualization tool

C. Protocol analyzer

D. Spectrum analyzer

Answer: C

NO.4 You have installed a new 802.11ac WLAN configured with 80 MHz channels. Users in one area
are complaining about poor performance. This area is currently served by a single AP. You take a
spectrum analysis capture in the poor performing areA. While examining the waterfall plot you notice
the airtime utilization is higher on the first 20 MHz of the 80 MHz channel when compared to the rest
of the channel.

What do you conclude?

A. The AP is misconfigured and needs to be reconfigured to 80MHz operation

B. The first 20 MHz is the AP's primary channel and higher airtime utilization on the primary channel
is normal when an AP Is configured for 80 MHz operation

C. RRM is enabled and has dynamically picked a 20 MHz channel

D. Non Wi-Fi interference is preventing the APs 80 MHz operation

Answer: B

NO.5 During a VHT Transmit Beamforming sounding exchange, the beamformee transmits a
Compressed Beamforming frame to the beamformer. What is communicated within this Compressed
Beamforming frame?

A. Beamformee Matrix
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B. Beamforming Matrix
C. Steering Matrix

D. Feedback Matrix
Answer: D

NO.6 What is the default 802.11 authentication method for a STA when using Pre-RSNA?
A. Shared Key

B. Open System

C. PSK

D. 4-Way Handshake

Answer: B
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